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DETAILED ACTION 
Response to Amendment 

1 . This action is responding to application filed 5/19/2000 and amended 6/28/04. 

2. Claims 1 - 16 are pending. Claims 3, 17 -22 have been cancelled. Claims 1,2, 
4 - 10, 15 have been amended. Independent claims are 1, 10, 15. 

Response to Arguments 

3. Applicant's arguments with respect to claims 1-16 have been considered but are 
moot in view of the new ground(s) of rejection. 

3.1 Applicant states that referenced prior art discloses a pseudo-random 
generator update mechanism that is block count based. Jones in view of Dent 
discloses a time based (periodic) update mechanism for the synchronization of 
pseudo-random generators, (see Dent col. 4, lines 30-34; col. 4, lines 62-67) 

3.2 Applicant states that prior art does not disclose a pseudo-random generator 
update from a predetermined base value to synchronized pseudo-random 
generators. Jones in view of Lynn discloses the usage of predetermined base 
values in the update of pseudo-random generators (see Lynn col. 2, lines 61-67; 
col. 3, lines 48-53) 
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3.3 Jones in view of Dent and further in view of Lynn discloses a pseudo-random 
generator (see Jones col. 1, lines 37-41), utilizing a time based update mechanism 
(see Dent col. 4, lines 30-34; col. 4, lines 62-67), synchronization technique utilizing 
base level values to generate a timing offset to be applied as an update to pseudo- 
random generator (see Lynn col. 2, lines 61-67; col. 3, lines 48-53). 

3.4 Examiner has examined the Applicant's remarks and re-examined the current 
set of amended claims. Examiner must respectfully rejected claims 1-16 based on 
USC 103(a) due to the referenced prior art, Jones in view of Dent and further in 
view of Lynn. 

Claim Rejections - 35 USC § 103 

4. Claims 1-16 are rejected under 35 U.S.C. 103(e) as being unpatentable over 
Jones (U.S. Patent No. 5,412,730) in view of Lynn (U.S. Patent No. 5,345,508) and 
further in view of Dent (U.S. Patent No. 5,060,266). 

Regarding Claim 1 (currently amended), Jones discloses a pseudo-random key 
generator for use within a cryptographic communication system, said pseudo-random 
key generator comprising: (see Jones Fig. 1 and Fig. 4) 

a) a pseudo-random number generator for periodically generating a plurality of 
pseudo-random numbers, wherein a pseudo-random number is generated for 
every occurrence of a predetermined key change period; (see Jones col. 1, line 
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60-65: interval number = key change period; col. 3, line 27: generate a new key 
based on pseudo-random values) 

b) a computer readable storage medium connected to said pseudo-random 
number generator, (see Jones col. 4, line 40, and col. 9, line 53) 

c) Jones does not disclose a timing circuit coupled to pseudo-random generator and 
a timing source to provide current timing values. However, Dent discloses a 
timing circuit operativelv coupled to said pseudo-random number generator, said 
timing circuit includes a time/key initialization device and a timing source for 
providing current timing values, and (see Dent col. 1 1 , line 21 ) 

It would have been obvious to one of ordinary skill in the art at the 
time the invention was made to modify Jones to utilize a timing circuit in the 
computation of a offset value for pseudo random generator update as taught by 
Dent. One of ordinary skill in the art would be motivated to employ Dent in order 
to optimize the implementation of a widely used and available secure encryption 
and synchronization technique between timing entities for network based 
encryption, (see Dent col. 2, lines 45-54: "... agree on a secret mechanism for 
enciphering (encrypting) and deciphering (decrypting) the information ... use a 
particular encryption device which may be widely available, but which can be 
programmed with a secret key specific to the sender and receiver ... ") 

d) Jones does not disclose the usage of predetermined base value to compute the 
difference in timing values between two pseudo-random generators and to 
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update pseudo-random generator for synchronization. However, Lynn discloses 
wherein, upon initialization of the pseudo-random key generator, said timing 
source compares a current timing value with a predetermined crypto midnight 
initialization timing value, and transmits the difference to the time/key initialization 
device, which causes the pseudo-random number generator to generate a set of 
initialization pseudo-random numbers starting from the crypto midnight 
initialization timing value a pseudo-random number is generated in seguence for 
all of the key change periods between the crypto midnight initialization timing 
value and the current timing value , (see Lynn col. 2, lines 61-67; col. 3, lines 48- 
53: update pseudo-random generator utilizing base values) 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify Jones to utilize base values in the computation of 
a timing offset to update pseudo random generator as taught by Lynn. One of 
ordinary skill in the art would be motivated to employ Lynn in order to optimize 
synchronization between timing entities in the performance of network based 
encryption techniques, (see Lynn col. 2, lines 47-51: "... a high speed 
cryptosystem ... self synchronization between transmitter and receiver such that 
no additional recovery procedures are required ...") 

Regarding Claim 2 (currently amended), Jones does not explicitly disclose "time clock" 
to supply input of pseudo-random number generator although "block counter" was 
indicated. However, Dent in analogous art discloses "a time clock" (see Dent Fig. 5, 
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numeral 201 ) to generate a count in response to an increment applied at the input, and 
generates a plurality of pseudo-random key stream bits. 

Dent discloses the pseudo-random key generator according to claim 1 , wherein said 
timing circuit (see Dent Fig. 5, numeral 201 ) further includes a delta counter operativelv 
coupled to said time/key initialization device , (see Dent col. 1 1 , line 21 ) 

It would have been obvious to those of ordinary skill in the art at the time the 
invention was made to include therein "a time clock" (see Dent col. 1 1 , line 60) 
generating input to the pseudo-random key generator of Jones as taught in Dent. One 
of ordinary skill in the art would have been motivated to use "a time clock" (see Dent 
Fig. 5, numeral 201) for the seed values of pseudo-random key generator in order to 
perform synchronization for efficient cryptographic communication. 

Regarding Claims 4, 5, and 6 (all currently amended), Jones discloses the pseudo- 
random key generator according to claim 1 , wherein said computer readable storage 
(see Jones Fig. 4, col. 8, line 7) medium includes a PRN re-map table (see Jones col. 
10, lines 6-9), a key block formation table, (see Jones col. 10, line 46) and timing circuit 
(see Jones Fig. 4, numeral 21). 

Regarding Claim 7 (currently amended), Jones does not disclose a crypto midnight 
value and a key change period value (base values to computer timing offset). However, 
Lynn discloses the pseudo-random generator according to claim 6, wherein said read 
only computer readable storage medium includes: 
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a) the crypto midnight initialization timing value; (see Lynn col. 2, lines 61-67: base 
value to computer timing offset) and 

b) the key change period value, (see Lynn col. 2, lines 61-67: base value for update) 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify Jones to utilize base values in the computation of 
a timing offset to update pseudo random generator as taught by Lynn. One of 
ordinary skill in the art would be motivated to employ Lynn in order to optimize 
synchronization between timing entities in the performance of network based 
encryption techniques, (see Lynn col. 2, lines 47-51 ) 

Regarding Claim 8 (currently amended), Jones discloses the pseudo-random key 
generator according to claim 6, wherein said computer readable storage medium 
includes an executable program, (see Jones col. 11, lines 11-18) causing said systems 
re-map generator to re-map the data of PRN re-map table, (see Jones col. 2, lines 8-24) 

Regarding Claim 9 (currently amended), Jones discloses the pseudo-random key 
generator according to claim 8, wherein said systems re-map generator selectively 
rearranges data stored in said computer readable storage medium, (see Jones col. 10, 
lines 21-29) 

Regarding Claim 10 (currently amended), Jones discloses a cryptographic 
communication system having a pseudo-random key generator (see Jones Fig. 4, 
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numeral 23) for generating cryptographic keys, said pseudo-random key generator 
comprising: 

a) a pseudo-random number generator, (see Jones Fig. 4, numeral 38) 

b) a timing circuit operatively coupled to said pseudo-random number generator; 
(see Jones Fig. 4, numeral 21) 

c) a first computer readable storage area operatively coupled to said pseudo- 
random number generator, said first computer readable storage area containing 
a plurality of data values, each data value associated with a unique storage 
address within said first computer readable storage area: (see Jones col. 4, lines 
35-43) 

d) a second computer readable storage area operatively coupled to said first 
computer readable storage area, said second computer readable storage area 
containing a plurality of key data values, each key data value associated with a 
unique storage address within said second computer readable storage area, (see 
Jones col. 9, lines 55-60) 

e) wherein the pseudo-random number generator periodically generates a pseudo- 
random number in accordance with the timing circuit, wherein each generated 
pseudo-random number is used to look up a unique address in the first computer 
readable storage area for retrieving the data value associated with the looked up 
unique address, and wherein the retrieved data value is used to look up a unique 
address in the second computer readable storage area for retrieving a key value 
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data, said key value data being used to form a cryptographic key. (see Jones col. 
9, lines 51-62) 

f) wherein, upon initialization of the pseudo-random key generator, said timing 
circuit compares a current timing value with a predetermined crypto midnight 
initialization timing value and cause the pseudo-random number generator to 
generate a set of initialization pseudo-random numbers starting from the crypto 
midnight initialization timing value until a pseudo-random number is generated in 
seguence for all of the key change periods between the crypto midnight 
initialization timing value and the current timing value , (see Lynn col. 2, lines 61- 
67; col. 3, lines 48-53: update pseudo-random generator utilizing base values) 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify Jones to utilize base values in the computation of 
a timing offset to update pseudo random generator as taught by Lynn. One of 
ordinary skill in the art would be motivated to employ Lynn in order to optimize 
synchronization between timing entities in the performance of network based 
encryption techniques, (see Lynn col. 2, lines 47-51) 

Regarding Claims 11 and 13 (previously presented), Jones discloses the 
cryptographic communication system according to claim 10, further comprising a 
programmed processor operatively coupled to said first/second computer readable 
storage area for generating the data values in accordance with a predetermined 
algorithm, (see Jones col. 10, lines 61-65) 
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Regarding Claims 12, 14 and 16 (previously presented), Jones discloses the 
cryptographic communication system according to claim 11, wherein said programmed 
processor selectively rearranges the data values in said first/second computer readable 
storage area, (see Jones col. 10, line 66 - col. 1 1 , line 8 ) 

Regarding Claim 15 (currently amended), Jones discloses a method of generating 
cryptographic keys using a pseudo-random number generator, a first/second computer 
readable storage area, said method comprising the steps of: 

a) inputting into said pseudo-random number generator an initial data value; (see 
Jones col. 3, lines 26-33) 

d) generating a first data string by using said generated current time pseudo-random 
numerical value to look up a unique memory address in the first computer 
readable storage area (see Jones col. 10, line 7) and retrieving a data value 
associated with the unique memory address in the first compute readable 
storage area, said data value being one of a plurality of data values stored in the 
first computer readable storage area; and (see Jones col. 9, lines 29-44) 

e) generating a second data string by using said first data string to look up a unique 
memory address in the second computer readable storage area (see Jones col. 
10, line 7) and retrieving a key data value associated with the unique memory 
address in the second compute readable storage area, said key data value being 
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one of a plurality of key data values stored in the second computer readable 
storage area, (see Jones col. 9, lines 44-50) 
f) wherein the retrieved key data value is used to form a cryptographic key. (see 
Jones col. 2, lines 8-24) 

b) Jones does not disclose base values to determine a timing value offset for 
pseudo-random generator update. However, Lynn discloses initializing said 
pseudo-random number generator, said step of initialization includes steps of 
determining a difference between a crypto midnight initialization time value and a 
current time value, and causing said pseudo-random number generator to 
generate a set of initial pseudo-random numerical values: (see Lynn col. 2, lines 
61-67; col. 3, lines 48-53: update pseudo-random generator utilizing base values) 

c) generating a current time pseudo-random numerical value; (see Lynn col. 2, lines 
61-67; col. 3, lines 48-53: update pseudo-random generator utilizing base values) 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify Jones to utilize base values in the computation of 
a timing offset to update pseudo random generator as taught by Lynn. One of 
ordinary skill in the art would be motivated to employ Lynn in order to optimize 
synchronization between timing entities in the performance of network based 
encryption techniques, (see Lynn col. 2, lines 47-51) 
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Conclusion 

5. Applicant's amendment necessitated the new ground(s) of rejection 
presented in this Office action. Accordingly, THIS ACTION IS MADE FINAL. See 
MPEP § 706.07(a). Applicant is reminded of the extension of time policy as set forth in 
37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

6. Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to Kyung H Shin whose telephone number is (571) 
272-3920. The examiner can normally be reached on 9 am - 7 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, David A Wiley can be reached on (571 ) 272-3923. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



Kris 
Kyung H Shin 
Patent Examiner 
Art Unit 2143 
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Dec. 22, 2004 




